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(I About Datiphy

UEBA Technology & Products

Datiphy UEBA Technology

Value Proposition
datzphy

Know Your Data
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About Datiphy

Company Mission:

datzphy
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What is UEBA Used For?

UEBA is the abbreviation of “User and Entity Behavior Analytics”.
The primary objectives of UEBA is:

Detect -

datzphy

Rapidly identify attack with alerts/notifications .

Prioritize - Prioritize alerts for risk professional to take actions. Improve

alert management by correlating/consolidating alerts from existing systems

Respond - Streamline alerts and incident investigations to reduce incident investigation time.

Provide contextual information from various data sources to expedite the
investigator’s response time.

Analyze - Apply analytics across a variety of data sources in near real time and

on a frequent basis (hourly, daily).
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What Features UEBA are Equipped with?

SIEM, SIRP and Service Desk Tools

Stand-Alone UEBA Tool

[ Internal Data Sources ]

Source: Gartner (December 2018)

datzphy

[ External Data Sources ]

UEBA solutions should be able to understand
any type of structured data and non-structured
information needed for its analysis

UEBA product that only ingests logs may miss
important activity, especially if it does not have
full visibility into the endpoint device used by
the user.

UEBA brings machine learning and statistical

analysis to security monitoring, generating risk
scores for evaluated events and entities
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Datiphy and End System UEBA Comparison

W Datiphy Smart Data UEBA End System UEBA

Features User and Data Behavior Analytics to Audit/Block both external End System (Users) Breach Scan
and internal threats ( Users and Internal Admins) User Behavior Analytics

Technology Audit Data - Data Behavior - Data Intelligence End System Virus Scan --> Breach/Vulnerability Scan
Al on User and Data Behaviors Al on User Behaviors

Environment Cover Entire Enterprise Infrastructure (On Premises & Cloud) Cover End Systems (on Premises & Cloud)
( End Users, Web, Application, DB Layers)

Deployment Datiphy Management Center (with Agents) End Systems and Management Console

Integration Seamless Integration by REST APl and Connectors: Log Manager

Splunk, SIEM, ELK, PowerBI, Hadoop, Log Manager, etc.
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Datiphy Enterprise Environment
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Detect and Prevent AP T (Advanced Persistent Threats)

m ! Reconnaissance AUtO DGfGCf and Prevent Advanced PerSistent
MHarvestnag Informaton Threa‘ on Your Data
2 Weaponirats
L Moo U
l Probing - Auto Polices - Auto
Detect SQL Alert Policies
c el A Injections and Violations
Jopitryrerd of | apofy

QL Errors (Sensitive Data)

Last line of Defense
protecting your crown jewel (Business Data)

www.datiphy.com
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Detect and protect Sensitive Data
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Datiphy provides Data-Centric View of UEBA

Data-Centric Protection
Network . - Who, when, where, what, how?

Auto Data & Assets Inventory

- New assets discovery
- Assets map

User & Data Profiling

- User/Data Behavior Modeling
- Machine Learning & Pattern Matching
- User & Data Behavior Correlation

Data Auditing & Compliance
- Audit events

- Data integrity and non-repudiation
- Compliance to regulations (GDPR, PCI DSS, HIPAA...)
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Gartner lists Datiphy as UEBA
Representative Vendor

Datiphy Enterprise focuses on monitoring structured and unstructured data in databases (both on-
premises and in cloud services) using a combination of agents deployed on hosts, in the cloud or at
the network layer. The solution is depioyed on the customer’s premises as the management server
along with the agents. Datiphy Enterprise has preconfigured threat intelligence rules, as well as risk
metrics included out of the box. Pattern matching and machine learning are used to profile users

and entities, and to detect specific threats against databases.

Domains: Data exfiltration, external threats
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Gartner lists Datiphy as (DCAP) Data-Centric Auditing and
Protection Representative Vendor

Figure 2. Schamatc Disgram for the DCAP Market Showing 3 Sample of Vendor's Coverage of Owerlapping Data Silos

SaaS Big Data

Quest

File Storage

Source Gariiver [hiasch 2017}
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Adaptive Response Action Framework-

Timely respond to threats
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Datiphy partners with AWS
and Splunk in the Adaptive
Response Action Framework
using patented machine
learning technology to
provide data-centric UEBA
solutions for enterprise
customers.
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Datiphy Smart Data UEBA Process

datiphy’
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* More info on www.datiphy.com
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datiphy
@ Do
™ Events

Policies

i

Reports
Assets.

Settngs
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Search

ashboard — Showing Risk and Behaviors

D I I I

Dashboard Thve

100 =
Lo T T 1 1 1 ] N
& 11:00 AM 01:00 PM 03:00 PM 052 07:00 PM

Threats Current Risk P Ask

A& @admin

©Duration

Risk View (2| 28}ity: ©5 439 026 Aset &

datiphy Dashboard Threats  Performance Threats Current Risk D Ask & @admin
—
@ Dashboard
B Bais ~> Duration : 2019-11-15 11:00 am -- 2019-11-15 7:00 pm
@ poicies Previous Duration: 2019-11-1 T1:00 am -- 2019-11-14 7:00 pm
B Behavior [Client Program : db2bp(10.10.5.125))
& Assets v RiskScore - Event% v Policy « Server ~ DBUser ~ Database © Commands ~ Client Program v
8 Insider Threats-Offhours 10105125 db2insti sample INSERT dh2bp
o Setings a 261 Insider Threats-Offhours 10105125 dbzinstt sample UPDATE dbbp
Q Searth a 8 Update Sensitive Data 10105125 dbzinsti sample INSERT dbabp
aQ 267 Update Sensitive Data 10105125 db2inst! sample UPDATE dh2bp.
a 13 Data Access Risk 10105125 db2insti sample INSERT db2bp
a 13 Data Access Risk 10105125 db2inst sample SELECT dhzbp
a 13 Security Alerts 10105125 db2instl sample SELECT dhzbp.
a 13 Data Acress Risk 1010515 db2instl sample UPDATE dh2bp.
" m Cariritu larre Ardinert eamnls INCEDT ARhn
(1% Bl 100 items per page 1-18 of 18 ftems
Event ([ lient Program : db2bp(10.10.5.125))
Date/Time: Server Client DBUser  Commands... QueryTime... Tables Return ClientProgra... DBPat..
20905123801 1010515 1010324 db2inst!  INSERT 710 qa_ath O 1rawls) dbzbp sample
2019195123801 1010515 101032 dbinst] | INSERT m aa_ath 0 1rowls) nsertnto cobMa db2bp sample
2019115123801 1010515 1010324 db2inst] | INSERT 307 qaath 0:1rowls) B valuestjohn)Master!***".. db2bp sample
009015123801 1010515 1010324 db2inst] | INSERT 309 Ga_twib 0:1rowls) W18 values(Remy. 5, 27 db2bp sample
20905123801 1010515 1010324 dbdinst! | INSERT N2 a_twib O Trawls) db2bp sample
2019M15143601 1010515 101032 db2inst] | INSERT 310 ga_ath O 1rowls) db2bp sample
0191513801 1010515 1010324 db2inst] | INSERT 304 qaath 0:1rowls) dbzbp sample
2009015143801 1010515 1010324 db2inst] | INSERT m qaath 0:1rowls) db2bp sample
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Drill down to Events details

datiphy’  Events Threats CurrentRisk [[EL ®Ask & @admin
Dashboard 4C 1410 r

e i 15 11:00 am -- 7:00 pm

Behavior [ Filter on Types | Commands, Database, Policy -
P |
<5 Polices
e w ([
Reports UPDATE - A

@ Commands Behavior

Ko Asets Database Any-- =

of Settings Policy Update Sensitive Data =

Q Ssearch Risk Score Count Eventth Policy V Server DB User App User Database Client Program Commands Client User Client Host

a §3 45 sLe2 Update Sensitive Data 10103101 roat chaletdb UPDATE
[a = 5 %55 Update Sensitive Data 10105125 db2instl Sample dh2bp UPDATE T05db2 |
Q| b 2 364 Update Sensitive Data 2161212 user db UPDATE
LRENE ne w 100 #|items per page 1-30f3items
Event Table (Total: 8) Export Current Page
Conditions. | &= 10.10.5 105002 LB *, Update Sensitive Data
Date/Time Timestamp Server Client QueryTime(us) DB User Commands Tables Return Policy Content Access
20191115 1238.01 1573850281370533 10105125 1610324 304 db2instt UPDATE qa_ath 0: 1rowls) Data Change Events,nsider .. Content Rule NameVisaMast..  Data Cperations Interal Net
20191115 1238.01 1573850281 477208 10105125 1010324 308 dbZinstl UPDATE qa_twtb 0:1rowls) Data Change Events insider T Content Rule Name:TWIDSin..  Data Operations, Internal Ne
2019:11-15 13801 1573857481 417487 1010525 1010324 39 dbinstt UPDATE qactb 0:1rowls) Data Change Events,nsider .. Content Rule Name:VisaMast.. | Data Opérations Internial Net
2019-11-15 14:38:01 1573857481.526162 1010525 1010324 309 db2instl UPDATE qa_tetb 0: Trow(s) Data Change Events Insider T Content Rule NameTWIDSin..  Data Operations Internal Net
2013-1-1516:38:02 1573864682 299628 10105125 1010324 ki db2inst} UPDATE qa_coth 0: 1row(s) Data Change Events insider T_ - Content Rule Name:VisaMast . - Data Operations Internal Nes
2019-11-1516:38:02 1573864682 406281 1010525 1010324 m db2instt UPDATE ga_twtb 0: Trowls) Data Change Events Insider T_ Content Rule Name.TWID,Sin_ - Data Operations Internal Net
2019-11-15 1838:01 1573871881.650927 18105125 10103.24 07 db2instl UPDATE qa_crth 0:1rowls) Data Change Events Insider T Content Rule Name:VisaMast.  Data Operations, internal Ne!
20191115 1838.01 15T2E71BE1TSTS9 1010525 1010324 30 db2instl UPDATE qa_twib 0:1row(s) u )A_TWTE Set GROUP Data Change Events Insider .. Content Rule NameTWIDSin...  Data Operatians internal Net
CHETED noe 00 3 items per page 1-Bol Bitems
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Search and Analytics — Correlate Users and Data

Ask
datiphy"  Search Datiphy Threats Currentfisk B0 ®Ask & @admin

Dashboard

Ask Datiphy .
Events pivot SERV=152* BRUL=Data" i asset pOlICy @Duratien
T T T

(=N

(1) next 1 COUN ( Total : 607, Duration : 2019-11-14 8:00 pm -- 2019-11-15 8:00 pm )  Current Page | ort.

& Assets

8 Sectings Date/Time Timestamp Server Tables Query Time{us)... Retum

= 2019-11-14 21.00:02 1573794002 324350 192102208 n 0:Trow(s) cardNo, note).

Q 2019-11-14 2100:02 1573794002 325205 192102208 0 0:1rowls) me, candNo, note)._ | etest
2019-11-14 2100:02 1573794002 325326 192102208 28 0: 2 row(s) FROM here id=4, etest
20191114 2100:02 1573794002 325410 192 INSERT cardint 52 0: Trowls) o (id, name, cardNo, note)
o n000f) 153794002 325541 1921 INSERT ardinto 2 0:Trowls) d, name, cardNo,
2019-11-14 21.00 1573794002 334480 192 INSERT 0 E:MSSQL248-161- me, cardNo, note).
2019-11-14 21,00 1573794002 334539 ardinfe £l 0:Trow(s) me,
2019-11-14 21000 1573794002 406368 mp_sp pe.. 3038 0:1rowls) .get_sqligent_propertl.. | master
3010.11.3 31 v 16} TG ARETA @ arinfe e O A cartietn (idint namaVBBCH | mactar

PRERIEN S 100 #|items per page

1-100 of 607 items.

(2) pivot SERV=19{ | BRUL=Data" ( Total: 9, Duration : 2019-11-14 8:00 pm -- 2019-11-158:00 pm )

Count v Evht% v Server v Policy v
—495 19 g ata Change Event

5612
20 2
70 BI8
R 116
380 686
€9 125
063
5 <ka 3
W4l e iw 00 |items perpage

1-90fitems

Datiphy Manage
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Policies and rules

datiphy Policies Rules  Parameter Threats CurrentRisk 0% @ Ask A @admin
Dashboard
& [ New & De
- Events Policy
~  Description v LastModified v
Change user account, privileges and roles 2019/M13 01:48:56
Define, change, access data records 2019/1113 01:48:56 -
B Reports % : Action
External networks - Non-private IP addresses 2019113 01:48:56 R I
& A 2.5
Sy Internet networks - private IP addresses 2019/M/13 014856
€8 Settings Access alarge volume of recards 2019M/13 01:48:56 L] L]
Large Records-High Access a huge volume of records 2019/11/13 014856 Access Content
Q  Search Large Records-M Access avery large volume of records 2019/M/13 014856 Rule Rule
Locked Table Large Subsequent Response time by this SQL 2019M/13 014856
Login Failed DB failed to | 201 - . ey N = -
oo ENS TAROCAD N datiphy Policies Policies  Rules  Parameter Threats Current Risk 0% @ Ask A @admin
Long Query Large Total Response Time by this SQL 201
—
Off Hour Access (T2 Off Hour activities at TZ1 Timezone 201 g Dashboard
[CiNew  @Deploy
Off Hour Access (TZ2] Off Hour activities at TZ2 Timezone 201
N - Events
rivileged User Activities 207 Name v Status v Category ~ Risk ~  LastModified ¥
SQLDCL & Privileged commands - revoke, grant 201 Zo Policies Data Access Risk Enabled Vulnerability Medium 2019/11/13 0148355
= R 2 8 items per page B Reports Data Change Events Disabled Access Anomaly 2019/11/13 014855
Data Control Risk Enabled Threat High 2019/1/13 01:48:55
& Assets Data Define Risk Enabled Threat High 2019/1/13 0148:55
of Settings Data Exfiltration Enabled Threat High 2019/11/13 01:48:55
Delete Sensitive Data Enabled Vulnerability Low 2019/11/13 01:48:55
Q  Search High Risk Profiles Disabled Threat High 2019/11/13 014855
Insider Threats-Offhours Enabled Threat High 2019/1/13 01:48:55
I Vulnerability Low 2019/1/13 01:48:55
Minor 2019/11/13 01:48:55
Access Anomaly Very Low 2019/11/13 01:48:55
Threat High 2019/11/13 01:48:55
Access Anomaly Very Low 2019/11/13 01:48:55
Enabled Vulnerability Very Low 2019/11/13 01:48:55
14 4 1 jzg o w 20 4 items per page 1-20 of 22 items.
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Alerts and Actions

Action
Rule

=3
I £ E3 B3

daﬁphy“ pO“CiES Policies  Rules  Parameter Threats Current Risk 0% @ Ask A @ admin

@ Dashboard

Type: Action~ (3 New | #Deploy
™ Events
Name ~  Description ~  Last Modified v
&l Policies MailDefault Default Mail Action 2019/M/13 01:48:56
B Reports Mail_AlertNotification Send Alert Notification by Mail 2019/11/13 01:48:56
Mail_ReportNotification Send Report Notification by Mail 2019/11/13 01:48:56
& Assets SyslogCEF Default Syslog CEF for HP ArcSight 2019/11/13 01:48:56
28 Settings SyslogLEEF Default Syslog LEEF for IBM QRadar 2019/11/13 01:48:56
Q, Search
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Reports for Auditing & Compliance Core S 3

datiphy Report‘s Summary

Threats Current Risk 0% @ Ask A

@ Dashboard

0 New
™ Events [ TP PP p— T
Template Name ~ Description ~ Content ~  Status ~  Schedule v Acne unacn velie
& Policies = LR 2R it [T ey p—.
Alert Analysis Monitor and Analyze alerts fo... off Daily | Bl e
e v —— |
B Reports User Timeline Audit new asset, new behavio off Daily vyl ol e y
0t e [l 42 e -
Threat Table Threat Summary and behvaiors off Daily s
& Assets rOL < SESPRR Tp—— .
Analytics Sensitive-Data Sensitive Data include user-d..  Summary On Daily, Monthly ¥ @ e 4 v [l 50 g e
&8 Settings Compliance GDPR GDPR is to regulate haw com... ' Summary Off Daily , Monthly sllall e o g v vy [l re e 4 v ow A s ine
T LR
Compliance PCI PClis an information security ... Summary Off Daily , Monthly sl all &
Q Search S
Compliarice SOX SOX Actis to protectinvestor...  Summary Off Daily , Monthly vlal e s wot e
T
Compliance HIPAA HIPAA s a standard to protec..  Summary. Off Daily, Monthly vllolle o s 03 W
pliance I 01 of » =
Comphiance 1502700 15027001is a specification for.. | Summary off datiphy Reports S et - B ®ak &  ®admin
Analytics Performance-Risk  Analytics of performance met.. ' Summary On -
Analytics Threat-Risk Analytics of threat metrics an..  Summary Off @ Dashboard -
e —— @Duration
General Status Analytics of Datiphy Product.. Summary On
Intelligent Threat-Risk Timeline | Timeline and drildown of Ser.. | S of " Eents
ntelligent Threat-Risk Timeline | Timeline and drilldown of Ser... | Summary ff Period + Template Name o Frecgaaricy < [Crastad 0a = =
Intelligent Threat-Risk Threat-Risk Intelligence and d...  Summary On -"’Iﬂ T Login Activity Report Daily 2019/115 093212 3
: [}
I« L f2i> |l » 20 # items per page = T 2019-11-14 Intelligent Server & SQL Performance Daily 2019/11/15 093146 4 0
2019-11-14 Intelligent Threat-Risk Daily 2019/11415 09:31:27 L o
& Assets :>2ms»u»m General Status Daily 2019/11/1509:31:08 s+ 8
2019-11-14 Analytics Performance-Risk Daily 2019/11/15 09:30:56 & o
£ Settings o
Report Manual/ Report 2019-11-14 Analytics Sensitive-Data Daily 2019/1/1509:30:17 FIE
Template Schedule Summary St
Q  Seard 2019-1114 Event Audit Daily 201911115 09:3016 x| 0
2019-11-15 00:00 - 2019-11-15 01:00 Threat Table Once 2019/11/15 015539 & B
2019-11-14 1900 - 2019-11-14 21.00 Event Audit Once 2019115 01:37.40 & 0
2019-11-14 21:00 - 2019-11-14 23:00 Event Audit Once 2019/11/15 0130:10 L2 B
2019-11-1419:00 - 2019-11-14 21:00 Compliance IS027001 Once 2019/11115 01:28:18 L2 B
2019-11-14 21:00 - 2019-11-14.23:00 Compliance ISO27001 Once 2019/11/15 01:22.50 &
Diitiphy Management 2019-11-1419.00 - 2019-11-14 2100 User Timeline Once 2019/1/15 0T:17:21 z|[e
) Center 2019-11-14 21:00 - 2019-1-14 23:00 User Timeline Once 2019/11115 0113:39 & 0
I« 4 1 4 » >l 20 + items per page 1-20of Bitems
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Intelligence Reports for Management o

W)
3\\“-\@5 HIPAA Dat

a Analytics gummary

GDPR Dé';;‘..;;nalytics Summary
One-page Executive Summary:
Pinpoint Risks on What, Who, Where, When and How

Report Type Templates

Compliance GDPR, HIPAA, PCI, ISO27001, FSI Audit,
Personal Data Audit .

. . . . o > ) : ance Intellig
Security Threat Intelligence, Security Audit - g™ PO mmary A
o S S
. A\ s =
Performance Performance Intelligence T e

Capacity Planning, Performance Audit

Operation Asset, Status, Timeline, .. E =
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Value Proposition

* Gartner list as DCAP(Data-Centric Auditing & Protection)
& UEBA (User Entity Behavior Analysis) representative vendor
« 10+ US Patent Technology
« RD and support in both San Jose and Taiwan
« Centralized Management of hybrid databases
« Machine Learning Technology for Behavior Modeling
« Threat Intelligence and Risk Management
« Customer Reference in all industries
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