datiphy

Know Your Data

Case Study
COMBATING CYBER SECURITY THREATS IN

TELCOMMUNICATIONS INDUSTRY

The telecommunications industry is the largest
growth-sector in consuming customer sensitive
data. The average telco/telecom company
manages an upward of 300 million transactions
per day; processes over 2 billion records; and
manages hundreds of millions of customers
worldwide.

The threat vectors of a telecom extends to on
premise, the cloud, consumer mobile, enterprise
communications (including BYODs), Internet-of-
Things (I0Ts), and smart cities.
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Advanced Persistent Threats

Data Theft

The processing of customer data can be transmitted and received by millions of mobile
devices and the types of data are extremely sensitive to the owners.

ANY DATA THEFT HAS AN IMMEDIATE IMPACT!
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internet data, and archival data.
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Protection against critical and non-
critical data from hackers and ensure

customer privacy are the primary
objectives of security in the
telecommunications industry.

Discovering and mitigating Advanced
Persistent Threats (APT) and to
combat against internal and external
threats are regimented tasks.
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Know Your Data
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Enterprise

Risk metrics on sensitive
data

Track user sessions and Meet standards for: HIPAA,

Detect abnormal user

behaviors sensitive data SOX, 1SO, PCI, GLBA, and
DPA
THREAT FORENSICS & POLICY RISK
01 INTELLIGENCE 02 FRAUD DETECTION 03 COMPLIANCE 04 ASSESSMENT

Telecommunications Environment and Deployments

300M+ Transactions Per Day

6 Geo-locations

150 DBs (Oracle, MSSQL, DB2, etc.)
40 Business Applications
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Deploy Datiphy’s host agents, network sniffers, and monitoring | ¢ Front-line protection for
systems to provide risk assessment, policy compliance, all your sensitive data

forensics, and threat intelligence. * Database behavior
analytics, data protection,

risk assessment, policy
compliance, and fraud
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