Datiphy — Your Trusted Security Partner

DB Firewall (Network Agent inline mode)

Datiphy DB Firewall is a type of network agent that is deployed in-line with the database
servers to monitor data transactions, send alerts, and block abnormal behaviors .

DB Firewall can also be deployed with bypass switch to provide a circuit-level bypass if one
node is down; or deployed as a HA cluster to provide High Availability (HA) and load sharing
capabilities. There are active heartbeats between in-line agent cluster nodes under HA
configuration. Once a cluster node goes down, the other node could automatically detect ‘no
heartbeats’ and take over as a standard HA feature. The bypass switch is ‘optional’ here to
provide additional circuit level bypass if a node is down.
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Datiphy DB Firewall is designed to protect managed DB services, enterprise DB server farm,
and legacy DB environments to enforce access control.
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